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1 Introduction

The development of quantum algorithms such as Shor’s algorithm [1] has made the transition to
post-quantum cryptography (PQC) inevitable. In 2016, the National Institute of Standards and
Technology (NIST) initiated a process to standardize post-quantum public-key cryptography [2].
Code-based cryptography plays an important role in this effort, and in 2025, the Hamming Quasi-
Cyclic (HQC) scheme [3] was selected as the first code-based key encapsulation mechanism (KEM)
standard for PQC. While HQC offers a reliable decryption failure rate (DFR) estimation, its
practical performance is hindered by larger public key and ciphertext sizes compared to lattice-
based encryption schemes such as Kyber [4]. Consequently, optimizing the communication overhead
(i.e., the public key and ciphertext sizes) of code-based schemes without compromising security
and DFR has become a pressing research.

In this work, we present HARE, an optimized HQC-like encryption scheme that maintains
provable security and DFR under the original HQC assumptions while achieving a substantial
reduction in communication overhead. Compared to the original HQC, our parameter choices
demonstrate that HARE reduces the combined size of the public key and ciphertext by 15.5%,
14.8%, and 15.2% for NIST security levels 1, 3, and 5, respectively.

Our main improvement comes from a refined decoding strategy that leverages erasure error
correction during the decryption process. HQC employs a concatenated code structure combining
Reed-Muller and Reed-Solomon codes to encode the message. The decoding procedure for this
concatenated code proceeds in two stages: first, minimum-distance decoding is applied to the
Reed-Muller code to correct bit flips in local blocks of the input noisy vector; second, the Reed-
Solomon decoder treats each local block as a symbol and corrects any blocks that remain erroneous
after the first stage, thereby recovering the original message.

In our approach, we observed that additional information can be extracted during the Reed-
Muller decoding stage. Specifically, the distance between the input vector (restricted to a local
block) and the nearest Reed-Muller codeword provides a useful hint about the reliability of the
decoding result. If the decoding output has relatively low confidence, we erase that block and treat
the corresponding position as an erasure during the subsequent Reed-Solomon decoding. We then
employ an erasure-tolerant decoding algorithm for the Reed-Solomon code.

With this improved decoding strategy, we obtain a more effective decoding procedure that
provably achieves a significantly lower DFR for a given set of code parameters. This allows us to
reduce the length of the concatenated code while still meeting the DFR requirements for the same
security level as HQC, leading to a reduction in the overall sizes of the public key and ciphertext.

1.1 Properties of HARE

The construction of HARE follows a framework that is similar to HQC, while introducing sev-
eral improvements. In particular, HARE incorporates four algorithmic modifications: (i) a
distance-informed erasure decoding strategy, (ii) an unbalanced error weight model, (iii) a cipher-
text compression technique based on improved covering codes, and (iv) a refined DFR estimation
model for tighter failure analysis.

These techniques do not affect the hardness assumptions, but instead focus on improving decod-
ing efficiency and tightening the characterization of decoding failures. As a result, HARE achieves
approximately 15% reduction in overall communication overhead compared to HQC, while pre-
serving the same security level.

2 Preliminary

2.1 Notations

Let Z denote the ring of integers, F, denote the finite field with ¢ elements. Let Fy denote the
vector space, where each element is from F,. Let n € Z be a primitive prime, i.e., 2 is a primitive
root of n. Then we construct the polynomial ring R = F3[X]/(X™ — 1). Vectors are generally
denoted by bold lowercase letters, e.g., v, while matrices are denoted by uppercase letters, e.g., G.
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Unless otherwise specified, all vectors are treated as row vectors. Given v € FZ, let rot(v) denote
the circulant matrix generated by v, i.e.,

Vo Up—1-""71

U1 Vg -t U2 “
rot(v) = . .| eFyrm

Un—1 Un—2 " Vo

Since there is a natural one-to-one correspondence between the elements and operations in
F2 and the polynomial ring R, we will use vectors in Fy and polynomials in R interchangeably.

Specifically, for v = (vg,v1,- -+ ,v,—1) € F%, the corresponding element v = vg + 1 X + -+ +
Un—1X""! € R. The product of u,v € R is w = uv with
wy = Z wv;, Yk € {0,1,--- ,n—1},
i+j=k mod n

which can be expressed as the product of u,v € F} with the operator rot(-) as:

u-v=uxrot(v)' = (rot(u) x v )" =vxrot(u)' =v-u

Let wg(v) be the Hamming weight of the vector v, i.e., the number of nonzero positions of
v. Let Ry = {v € Rlwu(v) = w}. For v = (v, - ,v,—1) € Fy, we define Truncate(v,l) :=
(vo, -+ ,vi—1) as the function that truncate the vector v and only keep the [ least-significant

positions.

2.2 Coding Theory

Definition 1 (Linear Code). A g-ary linear code C is a linear subspace of Fy. If C has dimension
k, it is called a [n, k] or [n, k], code. The code C can be equivalently described in the following ways:

(i) C = {mG | m € IF’;}, where G € F’;X” is called a generator matriz.

(ii) C = {c € F} | Hc = 0}, where H € anfk)xn is called a parity check matric.

Definition 2 (Minimum Distance). The minimum distance of a code C is

min{d(x,y) | x€C,y € C,x #y}
If the minimum distance of C is d, then we also describe it as a [n, k, d] code.

Definition 3 (Hamming Codes). A Hamming code over Fy has parameters [2™—1,2™—m—1, 3]
for any integer m > 2.

Definition 4 (Concatenated Codes). A concatenated code over Fo consists of an external code
Ce with parameters [ne, ke, d.] over Fy and an internal code C; with parameters [n;, ki, d;] over Fa,
where q = 2. The resulting concatenated code is a binary code with parameters [N = nen;, K =
keki, D > d.d;].

Definition 5 (Covering Code). A linear [n,k], code C has covering radius R if any of the
following equivalent conditions holds:

(i) The value R is the smallest integer such that the space [y is covered by Hamming balls of
radius R centered at the codewords of C.

(i) Every vector in ]Ff;_k can be expressed as a linear combination of at most R columns of the
parity check matriz of C, and R is the smallest value with this property.

The encoding of covering codes is obtained by multiplying the generator matrix. When the
covering radius R is small, we can decode any covering codes with the table-based syndrome
decoding technique similar in [5].

With the algorithm in Algorithm 1, decoding is guaranteed to succeed when a covering code is
employed. Regarding efficiency, the table Z can be precomputed offline in Zio (7;) operations by
enumerating all error vectors of weight at most R. During the online phase, the decoding complexity
is dominated by the computation of Hv’, which requires O(n(n — k)) operations.
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Algorithm 1 Syndrome Table Decoding

Input: Parity check matrix H, received vector v
Parameter: Covering radius R
Output: Error vector e
: Initialize an empty table 7
: for all e € Fy with wy(e) < R do
s + He”
if s¢ .7 or wu(e) <wg(J[s]) then
T[s]+ e
end if
end for
sy +— HvT
e < J[su]
: return e

L XPAD I W

—_

Definition 6 (Kaikkonen-Rosendahl Code). Let Cxpr be the binary [51,41]s code with the
parity check matric Hxp = [IioMgkgr|, where Mg is the 10 x 41 binary matriz with the following
columns in hexadecimal notation:

Mg g = [LB6,193,1CC, 187,1F6, 7,16 E, 140, 3C, 296, 22F, 303, 381, 365,
11D, 1A3,274,2F2, 254, 56, F, 41,357, 208, 34, 329, 28D, 31D, 3D5, (1)
129,3D7, B7,3EC, 2E2,23C, AD, 34E, 155,26, 371, DA]

It is proven in [6] that Cx g is a [51,41]2 code with covering radius 2. In our scheme, we choose
Cy as the direct product of Cxr. The direct product code Cs is decoded in a block-wise manner,
where the decoding of Cx i follows the procedure described in Algorithm 1.

2.3 Security Definitions

We introduce the security notions IND-CPA and IND-CCA2 for PKE and KEM, respectively. The
corresponding security games and advantages are defined below.

Definition 7. Let PKE = (Keygen, Encrypt, Decrypt) be a public-key encryption scheme, the IND-CPA
advantage of a probabilistic polynomial time adversary A = (Acnoosk, Acurss) s defined as:

Advitr “PA(A) = |Pr[PKE.IND-CPA(A) = 1] — %|,

where the IND-CPA game is defined as follows.
(IND-CPA Game)

(ek, dk) + Keygen()

(mg, my) < AcHoosk(ek)
b 0,11, 0 & B

cpke < Encrypt(ek, my, 9)
b < Acuess(ek, cpke)
return (b =1b')

S G Lo o~

Definition 8. Let KEM = (Keygen, Encaps, Decaps) be a key encapsulation mechanism, the IND-CCA2
advantage of a probabilistic polynomial time adversary A = Agugss with access to a decapsulation
oracle Decaps is defined as:

AdVIND-CCA2( 4) — |Pr[KEM.IND-CCA2(A) = 1] — %|’

where the IND-CCA2 game is defined as follows.
(IND-CCA2 Game)

1. (ek,dk) < Keygen()
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b 0,1}

. (Ko, ckem) < Encaps(ek)

K, & Bl

LU Agﬁgégs(')(Kb,cKEM) where the adversary is not allowed to query ckem to the decapsula-

tion oracle
return (b =1V')

v A~ Lo o

>

3 Specifications

3.1 Overview of HARE-PKE

Before presenting the formal definition of HARE-PKE, we first describe the main idea and the
procedures of the scheme at a high level. Compared to the original HQC scheme [3], in addition to
the distance-informed erasure decoding as described in Section 1, we introduce asymmetric error
weights for ri, ro, and e and accordingly adapt the underlying security assumptions. This design is
inspired by the use of asymmetric error distributions in lattice-based constructions [7]. Moreover,
we incorporate the ciphertext compression technique proposed in [8] with a better covering code.

— Keygen(): samples h & R, X,y & Ruw X R, sets sk = (x,y) and pk = (h,s =x+h-y), and
returns (pk, sk)

— Encrypt(pk, m): generates e & Ruw,,r = (r1,r2) & Ru, X Ry, sets u = r1 + h - ry and
v = Truncate(mG; + s - r2 + €,11), splits vi = v[0,ls — 1] and vo = v[l3,1], decodes m =
Cy.Decode(vy), returns ¢ = (u, m, va)

— Decrypt(sk, ¢): recovers v = (mGz||va), returns C;.Decode(v — Truncate(u -y, 1))

The matrices G; and Go denote the generator matrices of the codes C; and Cs, respectively. In
our scheme, we choose concatenated Reed-Muller codes of length ny and Reed-Solomon codes of
length ny to construct Cy, and the KR code [51,41], for Cy. The function Truncate(v,1) splits the
vector v into two segments and keeps only the first segment of length [.

Correctness. Let € = mGy — vy denote the noise introduced in Cy. For simplicity, we omit
truncation and assume all vectors have matching lengths. The decryption can then be written as

Vv —uy = (mGy||va) — uy
= (V1 +€[[vz) —uy
=v+e—uy
=mG; +sro+e+é—(r; + hry)y
=mG + xry —yr; +e+ €.

Since x,y,ry,rs, e, € all have low Hamming weight, the equivalent error in C; is xro —yr; +e+¢€
with relatively low weight. Decryption succeeds if and only if this equivalent error is within the
error-correcting capability of Cj.

3.2 Concatenated Reed-Muller and Reed-Solomon Codes

In this section, we introduce how we construct C; with concatenated RM and RS codes and our
erasure decoding algorithm.

3.2.1 Duplicated Reed-Muller Codes
We propose a modified decoding algorithm, Decode’(), for duplicated Reed-Muller codes, as de-
scribed in Algorithm 2. The algorithm outputs either a message m or an erasure symbol L, de-
pending on the confidence of the decoding result.

The main modification compared to the classical decoding in [3] is as follows. Instead of directly
decoding to the nearest codeword, we first identify the two codewords with the smallest Hamming
distances to the received vector. If the difference between these two distances exceeds a threshold «,
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the vector is decoded to the nearest codeword. Otherwise, the decoder outputs an erasure symbol
1, indicating insufficient confidence. This approach reduces the probability of incorrect decoding
by explicitly marking uncertain positions as erasures, which can then be handled in the subsequent
Reed-Solomon decoding stage.

For context, a Reed-Muller code RM(r, m) with positive integer m and 0 < r < m has param-
eters [n, k, dmin] = [2’”, Yo (T),Qm”“], and duplicated RM codes are constructed by repeating
each codeword multiple times [9]. Encoding is performed by multiplying the message with the
generator matrix.

Algorithm 2 Decode’ for RM

Input: Vector x to be corrected
Parameter: RM code of [n, ki, d;] over F2 with generation matrix G, threshold «
Output: Message m or L
1: m;,my < 0,0
Construct Z < {(d,m)|d = wg(mG — x)} with Hadamard transform
Sort 2 in ascending order of d
(d1, m1), (d2, mz2) be the first two elements in &
if do —diy > o then
return m;
else
return L
end if

3.2.2 Reed-Solomon codes

When performing the decoding function of shortened Reed-Solomon codes, we employ a modi-
fied decoding procedure that tolerates erasures. We summarize the encoding and decoding proce-
dures of the shortened Reed-Solomon code as follows.

Let p be a prime number and ¢ be a power of p. A Reed-Solomon code RS[n,k,dmin] with
symbols in F, has block length n = ¢ — 1, dimension £, and minimum distance dmiy. A codeword
with g errors and h erasures can be decoded correctly if 2g + h < n — k.

Shortened Reed-Solomon codes. For the three HARE parameter sets, we construct shortened
Reed-Solomon codes from classical RS codes with k£ = 16, 24, and 32. The resulting code parameters
are summarized in Table 1. Note that shortening a Reed-Solomon code does not affect its error-
correcting capacity.

Code ‘ n ‘ k ‘ dmin
RS-S1 40 16 25
RS-S3 50 24 27
RS-S5 70 32 39

Table 1: The parameter choices for shortened RS codes in HARE.

Constructing and encoding shortened Reed-Solomon codes. For HARE, we work over
Fym with m = 8. To construct this field, we use the primitive polynomial 1 + o2 + a3 + a* + o8 of
degree 8 with a primitive element «. The generator polynomials of RS-S1, RS-S3, and RS-S5 can
be computed as g(z) = [/ (z + o).

The encoding of shortened Reed-Solomon code is the same as that of classical RS code. We
denote the message u = (ug,- -+ ,ur_1) by the polynomial u(x) = ug + - - - + ug_12" 1. Following
[10], the codeword polynomial ¢(x) is given by c¢(z) = b(z) + 2" *u(x), where b(z) is the remainder
of the division of the polynomial " *u(z) by g(z).



3. SPECIFICATIONS Table of Contents

Decoding shortened Reed-Solomon codes. In the decoding procedure, we should decode
Reed-Solomon codes with both errors and erasures. We denote the received polynomial r(z) =
ro+ -+ rp_12" L. Suppose there are g errors at positions j, - - - ,Jg and h erasures at positions
l1, -+, I, then the error polynomial and the erasure polynomial can be denoted as e(x) = e, z7* +
-+ ej,a99 and w(z) = wy,a + -+ 4wy, 2. For simplicity, we define location numbers ; =
and 7, = o't to indicate the locations of errors and erasures. The received polynomial can be
represented by r(z) = v(z) + e(z) + w(z), where v(x) is the original codeword.
To describe the locations of errors and erasures, we define the error locator polynomial o(z),
the erasure locator polynomial v(x) and the total locator polynomial A(x) as follows.

14 Biz) =1+o01x+ -+ o427,

L+ma) =14+mz+- - +yal,

A(z) = o(z)y(x)

We then define the syndromes Si,---, S,k as S; = r(a®). We have S; = e(a’) + w(a') since
v(a*) = 0. With the erasure locations known, we obtain n — k equations with 2g + h unknowns
including e;,, 8; and wy,.

-1
o -1l
oz

h
S1 :Zv 16J161+Zf 1wlt77t

Sy = = 16316 +Zt 1wlt77t (2)

—k h k
Sp—k = Z?:l ejiﬁ;‘n + Zt:1 wlﬂl?

Our goal is to solve the 2g + h unknowns in (2). According to [10], the decoding procedure can
be summarized in the following steps:

1. Compute the syndromes Sy, --- , S, _j by evaluating r(a’) for each i.

2. Compute the modified syndrome polynomial T'(z) = S(x)y(z) mod 2"~* with the erasures
considered, where S(z) = 1+ S1z + -+ + S, 2" ¥ is the syndrome polynomial. Then use
Berlekamp-Massey (BM) to compute the error locator polynomial o(x).

3. Find the error location numbers by calculating the roots of the polynomial o(z) and returning
their inverses. This step can be implemented through an additive Fast Fourier Transform
algorithm.

4. Compute the polynomial Z(z) = S(x)A(x) mod 2" *. This polynomial is used to determine
the error and erasure values.

5. Compute the error and erasure values at position s by

a*Z (%)

Za) ®)

Es =

6. Correct errors and restore erasures, i.e., v(x) = r(z) + e(z) + w(x).

The main modification of the decoding procedure with erasures from the classical one in [3] is
step 2. In order to take the erasure positions into consideration when processing the syndromes,
we calculate the modified syndrome polynomial T'(z) = S(z)y(x) mod "% = 1 + Tyx + -+ +

Th_p_12" =1, where T}, --- ,T,,_j_1 are called the modified syndromes. Following [10], the mod-
ified syndromes and the coeflicients oy, - - - , 0, satisfy

E+O—1E—1+"‘+0—9Ti—g:07 i:g+lag+2a"'an7k7h7 (4)
which is a linear feedback shift register with sequence T1,--- , T}, __, and coeflicients o1, -+ , 04,

thus we can compute the coefficients by BM algorithm [10]. Notice that the relation holds only
for the first n — k — h modified syndromes, so the BM procedure contains only n — k — h loops of
iteration rather than n — k.
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After retrieving the coefficients of o(z), we can compute all the error positions by finding the
inverses of the roots of o(z). From then on, errors and erasures can be treated equivalently, since
all the positions are clear. The following steps are the same as those in [3].

3.3 Auxiliary Primitives

Prior to discussing the instantiation of HARE-PKE and HARE-KEM, we introduce several auxiliary
primitives used for pseudorandom byte generation, hashing, and vector sampling.

— Extendable Output Function: XOF generates a pseudorandom byte string of arbitrary
length from a given short seed.

— Hash Functions: G, H, |, J denote cryptographic hash functions.

— Vector Sampling: SampleVec and SampleFixedWeightVec are employed to sample random
vectors from the spaces R and R,,, respectively.

We omit a detailed discussion of these primitives here. Our implementation follows the pro-
gramming interface provided by Institute of Commercial Cryptography Standards (ICCS) [11],
which defines standardized APIs for public-key cryptographic algorithms, including key genera-
tion, encapsulation, and decapsulation.

3.4 PKE

We now describe the HARE-PKE scheme. The formal procedures are given in Algorithm 3, Algo-
rithm 4, and Algorithm 5.

Algorithm 3 PKE.Keygen(seedpkr)

Input: Seed seedpkr

Output: Encryption key ekpke and decryption key dkpke
1: seedeE_dk, seedeE_ek < I(seedeE)

CtXpKE.dk XOF.Init(seedeE_dk)

CUXPpKE.ek XOF.Init(seedeE,ek)

ctxpke.dk, y  SampleFixedWeightVec(ctxpke.dk, Rw)

CtXpKE.dk, X — SampIeFixedWeightVec(ctxPKE‘dk, Rw)

dkpke ¢+ seedpke.dk

ctxpKEe.ek, h < SampleVec(ctxpke.ek;, R)

s+ x+h-y

ekpke < (seedpkE. ek, S)

: return (ekaE, dkPKE)

=

3.5 KEM

We then construct HARE-KEM from HARE-PKE using the Fujisaki-Okamoto transformation [12]
and the HHK framework with implicit rejection [13]. The formal procedures are specified in Algo-
rithm 6, Algorithm 7, and Algorithm 8.

4 Parameters Choices

4.1 Parameter Sets

We design the parameter choices in Table 2, which includes the classic security, quant security,
length of the quasi-cyclic code n and dimension of the concatenated code k. We design six parameter
sets to facilitate comparison with international benchmarks. HARE-1, HARE-3, and HARE-5 are
aligned with the NIST security levels 1, 3, and 5, respectively. In addition, HARE-2, HARE-
5, HARE-7, and HARE-9 are selected to meet the security requirements specified in this call.
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Algorithm 4 PKE.Encrypt(ekpkg, m, 6)

Input: Encryption key ekpke, message m and randomness 6
Output: Ciphertext c

1: seedeE,ek < ekaE[O : [seed} — 1}
CtXpKE.ek XOF.Init(seedeE_ek)
CtXpKE.ek, h < SampIeVec(ctxPKE,ek, R)
s < ekpe||seed| : [seed| + |s| — 1]
ctxg < XOF.Init(0)
e < SampleFixedWeightVec(ctxo, Ruw. )
r1 < SampleFixedWeightVec(ctxg, R,.)
ro < SampleFixedWeightVec(ctxg, Ruw,.)
9 u<+ri+h-r
10: v + mG1 + Truncate(s - r2 + e,11)
11: Vi < V[O,lz — ].]
12: v « V([l2, 11 — 1]
13: m < Cz.Decode(v1)
14: ¢ + (u,m, va)
15: return c

Algorithm 5 PKE.Decrypt(dkpkg, ¢)

Input: Decryption key dkpke and ciphertext c
Output: Message m
1: ctXpke.dk < XOF.|nit(dkaE)

2: ctXpKE.dk,y SampIeFixedWeightVec(ctxPKE‘dk, Rw)
3: uc0: |u]]

4: M < c[|u] : [u| + |m| — 1]

5: vo <= cflul + |m] : |c| — 1]

6: V (ﬁle,Vz)

7: m < C;.Decode(¥ — Truncate(uy, 1))

8: return m

Algorithm 6 HARE-KEM.Keygen()

Input: None

Output: Encapsulation key ekkem and decapsulation key dkkem
1: seedkem & plseed|

ctxkem + XOF.Init(seedkem)

(ctxkem, seedpke) < XOF.GetBytes(ctxkem, [seed|)

(CtXKEM, 0’) — XOF.GetByteS(CtXKEM, |KD

(ekaE, dkaE) < HARE—PKE.Keygen(seedeE)

ekkem + ekpke

dkkem < (ekkem, dkpke, 0, seedkem)

return (ekKEm, dkKEm)

Algorithm 7 HARE-KEM.Encaps(ekkem)

Input: Encapsulation key ekkem

Output: Shared secret key K and ciphertext ckem
|K|

m & B
salt & plsaltl

(K, 6) « G(H(ekkem) || m || salt)

cpke < HARE-PKE.Encrypt(ekkem, m, 0)
CKEM < (CPKE7salt)

return (K, ckem)

10
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Algorithm 8 HARE-KEM.Decaps(dkkem, Ckem)

Input: Decapsulation key dkkem and ciphertext ckem
Output: Shared secret key K’

1: ekKEM — dkKEM[O : |ekKE[\/|H

dkeke < dkkem[|ekkem| : |ekkem| + [dkpkel]

o < dkkem|[|ekkem| + |dkpke| : |ekkem| + [dkpke| + o]
cpke < ckem[0 : |cpkel]

salt « CKEM“CPKE| : |CPKE‘ + |sa1t|]
m’ + HARE-PKE.Decrypt(dkeke, crke)

(K',0") + G(H(ekkem) || m’ || salt)
cpke < HARE-PKE.Encrypt(ekkem, m’, 0")

9: ckem < (cpke, salt)
10: I_{ — J(H(ekKEM) H o || CKEM)
11: if m’ =1 or if ckgy # ckem then
122 K+ K

13: end if

14: return K’
Instance giiisslcg} %223;;;1 n k|lw=wrwe|ni| n2 | DFR
HARE-1| 128 64 16067 [128| 66 |105|41 | 384 |7 | < 27'*%(Model 2)
HARE-2| 128 80 20899 [128| 79 [145| 32| 640 |11|< 2713° (Model 2)
HARE-3| 192 96 32653 [192| 100 |163| 51 | 640 |11|< 279 (Model 2)
HARE-5| 256 128 | 52379 [256| 131 [224|81|640 |9 |< 27258 (Model 2)
HARE-7| 384 192 |104869(384| 193 [361] 91 [1152|15|< 27%¥* (Model 1)
HARE-9| 512 256 |173981|512| 259 |449|151|1152|13|< 27°' (Model 1)

Table 2: The parameter choices for HARE.

The parameters w,w, and w, represent the Hamming weight of vectors (x,y), (r1,r2) and e,
respectively. For code choices, n; denotes the length of RS code, ns denotes the length of RM
code and « denotes the threshold in the decoding procedure. We upper bound the DFR for each
parameter set using either Model 1 in Section 5 or Model 2 in Section 6. Due to the computational
cost of Model 2, we apply it only to HARE-1/2/3/5. For HARE-7/9, we instead use the more
conservative upper bound obtained from Model 1.

4.2 Ciphertext and key sizes

The encapsulation key ekkem has size |ekkem| = |seed|+ [n/8] while the decapsulation key dkkem
has size |dkkem| = |ekkem|+|seed|+[o] +|seed| with the compressed format used. The ciphertext
ckem has size |ckem| = [n/8] + [(I1 — l2 + k2| l1/n2])/8] + |salt| while the shared key K has size
|K|. In HARE, the sizes of the seed, salt, and shared key are aligned with the classical security
level. In HQC, the sizes are [seed| = 32 B, |salt| = 16 B, and |K| = 32 B, respectively. These
differences have a negligible impact on the bandwidth comparison, as the public key and ciphertext
sizes dominate. The resulting sizes are given in bytes in Table 3.

5 Basic Decoding Failure Rate Analysis

In this section, we provide a basic DFR analysis Model 1 for HARE under the standard in-
dependent Bernoulli distribution assumption, following the methodology of HQC. This serves to
establish the fundamental decoding performance before we introduce a more refined error model.
Furthermore, we employ certain relaxations in the subsequent derivations such that the estimated
DFR serves as an upper bound on the actual DFR. For the sake of simplicity, we utilize equalities
rather than inequalities throughout the derivation and omit repetitive references to upper and
lower bounds.

11
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Instance (Sjia;;llc;} %:23$E§1 |ekKEM\ ‘dkKEM‘ |CKEM| |K| bandwidth
HARE-1 198 64 2025 2073 | 3608 | 16 5633
HQC-1 2241 2321 | 4433 | 32 6674
HARE-2| 128 80 2629 2677 | 4688 | 16 7317
HARE-3 192 96 4106 4178 | 7386 | 24 11492
HQC-3 4514 4602 | 8978 | 32 13492
HARE-5 9256 198 6580 6676 [11790 39 18370
HQC-5 7237 7333 |14421 21658
HARE-7| 384 192 13157 | 13301 (23693 48 36850
HARE-9| 512 256 21812 | 22004 |39294| 64 61106

Table 3: The keypair (ekkem,dkkem), ciphertext ckem, shared key K sizes and bandwidth of
HARE-KEM and HQC-KEM. All sizes are expressed in bytes.

5.1 Analysis of Error Distribution
We first calculate the probability distribution of each coordinate ej, of the error vector
€ =x-ro-11-yt+tet+é&= (e, 1),

where & = (vi — mG»||0" 1) is the error generated by compressing v; with covering code.
Based on the error distribution of HQC established in Theorem 1 (see [3] for the proof), we
propose the error distribution of HARE in Theorem 2.

Theorem 1. Let e"QC =x .1y —r; -y + e, the coordinate has distribution

Prle)!* = 1] = 25(1 = p)(1 - =) + (1 = p)* + )=,

ﬁZM 2. )(7)(Z_ll)<g_wl>

1<!<min(w,w,
I odd

where

EEQC _ 1} l2-Ro

Theorem 2. Let puqc = Pr| in Theorem 1 and peover = 2 . be the error probability
generated by the covering code. Then the error distribution is Prle; = 1] = pugc (1 — Peover) + (1 —

PHQC )pcover .

According to [8], modeling the dependence between coordinates provides a more accurate es-
timate of the upper bound on the DFR. In our work, for the sake of simplifying the analysis of
erasure decoding, we follow the original HQC model and ignore coordinate dependencies in the
subsequent analysis.

5.2 DFR of Reed-Muller Codes

We analyze the upper bound on the probability of a decoding error or an erasure in Theorem 1.

Theorem 1. Let p be the transition probability of the binary symmetric channel and a be the
decoding threshold of duplicated RM([n, k,d]. With treating some erasures as errors, we can upper

bound Perror and Perasure as
d\ (n—d n —w
> 255(.)( >< )]p”(l—p)"
J w—=17 w

n
Perror = E mln[
w=0 2j—d>a

and

el 0 (P

—a<d—2j<a

12
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Proof. Assume the origin codeword without noise is ¢g = 0 and the noise vector is x = ¢y + e.
During the decoding procedure of the RM code C, the nearest two codewords of x are ¢; and cs.
Denote dy = w = wg(co — x), dy = wg(c; — x) and dy = wg(ca — x), then dy > d.

— If ¢; = ¢ and dy — d1 < «, the output of decoding procedure is erasure. Let AZ, be the event
where ¢; = ¢g and dy — d; < a with fixed w and nonzero codeword cs. Let d’ = wg(ce — ¢p),

ra- 3 () e

0<d’'—2j<a

By the union bound applied on all nonzero codewords ¢, € C, we obtain the probability upper

bounded by:
n ! _
OED DEND DI (4 | G FC B
=0c 12 J/NW I
w=0c2€C,c2#00<d'—2j<a
There are 255 nonzero codewords in a [128, 8, 64] Reed-Muller code, 254 of weight 64 and one

of weight 128. The contribution of the weight 128 vector is smaller than the weight 64 vectors,
and we can obtain the same conclusion in duplicated RM code. As a result, the upper bound

is
n
d —d
> am(§)(g)pra
w=00<d—2j<a J/\W =
— If ¢; = ¢p and ds — dy > a, the output of decoding procedure is correct.
— Ifc; # cp and w—d; < «a, we have ds —d; < w —d; < a, the output is erasure. Similar to the

first circumstance, we change the range of sum and calculate the upper bound is

S I o T

w=0 —a<d—2j<0

— If ¢1 # ¢p and w — d; > «, the output is either error or erasure. For the sake of simplicity, we
treat the output as error. Since the error has worse effect on RS code decoding than erasure,
the decoding ability is underestimated. Similarly, we estimate the upper bound as:

55 =)o

w=02j—d>a

Since the total number of weight-w error patterns is (Z}), the inner summation cannot exceed this
quantity. Thus, we take the minimum between the inner summation and (Z) in all cases. This

completes the proof. O

5.3 DFR of Shortened Reed-Solomon Codes

Let g be the number of errors and h be the number of erasures, the decoding succeeds as long as
2g + h < ne — k.. Thus we have the estimate of DFR, in Theorem 2.

Theorem 2. Let py be the probability of a position having error, ps be the probability of a position
with erasure. Then the DFR of the RS[ne, ke, d.] is,

Ne Ne — Ne—Gg—
DFR=" >~ < )( L g)p?pé’(lplpz) et

2g+h>ne—ke g

Proof. The RS code could correct all vectors with 29+ h < n. — k. where g is the number of errors

and h is the number of erasures. Thus, decoding failure occurs if and only if 2g + h > n, — k.. Let

p1 the probability of error and ps be the probability of erasure, the probability of having g errors
Ne—g

and h erasures is (T;e)( " )p‘fpg(l — p1 — p2)™ 97", Finally, the DFR sums all the terms when
2g+h >ne —ke. O

13
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6 Refined Decoding Failure Rate Analysis

In [8,14], the authors propose a more accurate model for error distribution and analyze a tighter
bound of DFR under the model. Following their approach, we introduce Model 2, which adopts
a dependent hypergeometric distribution instead of the independent Bernoulli model used in [3].

6.1 Error Distribution Model
In HARE, the total error is

e =x1o-r-yt+tete.
For simplicity, let wo, w, we, w3 = wy (x), wr(r1), wg(e),wg(8).

Theorem 3. Let S = {x € F} | wy(x) = w}. For x & Sty and'y & Sgl, let Puowyw =
Priwg (x - y) = w], which can be calculated through [8]. Assume all vectors are in F%, we have

ey = S D)
PI"[UJH(X ‘I y- 1‘1) - w] - Z ( n ) Pwo,wi,s * Pwo,w,w+2l—s;

l,s w—+2l—s
and
) () )
rlwg(x-rg—y-r1+e Z — 2 Prlwg(x-re —y-r1) = w~+ 2l — ws).

1 (w+21 ’11]2)

Thus,
n—ws

Prlwy (e Z (wia® “’3)Pr[wH(x-r2—y-r1+e)=w+2l—w3]7

1 (w+2l ’LU3)

Proof. The first identity is derived from the weight distribution of the sum of two independent
vectors with hypergeometric distribution. For any two vectors with weights s and ¢t = w + 2] — s,
the Hamming weight of their sum is w if and only if they share exactly | nonzero positions.

The second and third identities follow the same principle by iteratively accounting for the
addition of vectors with fixed Hamming weights ws and ws. Although the error vector €’ in the
KR code may exhibit a smaller Hamming weight in practice, we assume the maximum possible
error weight to obtain a conservative estimation of the DFR. O

Theorem 4. Taking truncation into account, we have

w+n—Iq (n1) (n—nl)
Pr[wg (Truncate(e’, 1)) = w] = Z ~wlilow )
l=w (l)
Proof. For a vector €' with total weight [, the probability that its first /; bits contain exactly
w nonzero entries is given by the ratio of valid configurations (fj}) (7__51}1) to the total possible
configurations (7) Summing over all possible values of [ yields the result. O

-Prlwg(e') = w).

6.2 DFR of RM-RS codes

Theorem 5. Assume that w errors occur in the duplicated RM|n,k,d] code and let o be the
decoding threshold. The number of decoding errors Newor,w and erasures Nerasure,y can be upper

bounded by
. d\ (n—d n
Nerror,w = mln[ Z 255( > ( .); ( )}a
2j—d>a J w=J w
and y p
Nerasure,w = mln[ Z 255( > <n B .)7 (n) - Nerror,w] .
—a<d—2j<a J/\W=J w

The lower bound on the number of correct cases is given by

n
Ncorrect,w = max[(w> - Nerror,w - Nerasure,uﬂ O} .

14
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Proof. The calculation of Nerror,w, Nerasure,ws Neorrect,w 1S similar with the estimation in Theorem 1.
O

Theorem 6. In RS[n., k.,d.] codes, with g errors and h erasures in the output of RM codes, a
decryption failure occurs if and only if 2g+h > ne—ke. Assuming a total of w errors are distributed
across all binary positions, we define the upper bound on the number of failure cases, denoted by
Iy, as

- Y (ne> (neh— 9) g, hyw),

2g+h>ne—ke g
where
g g+h Ne
.Q(g, h7 w) = § (H Nerror,wi . H Nerasure,wi : H Ncorrect,wi)-
w1+-~+wne:w =1 i=g+1 i=g+h+1

Proof. The proof follows the same logic as that of Theorem 2, with the only difference being the
substitution of probability calculations with the corresponding counts of error, erasure, and correct
cases.

O

Finally, combing the results of Theorem 4 and Theorem 6, we estimate the upper bound of
DFR in Theorem 7.

Theorem 7. The total DFR is upper bounded by

DFR = Z Pr[wgy (Truncate(e’, 1)) = w)] - L

w=0 Z))

7 Security Analysis

7.1 Unbalanced-Quasi-Cyclic Syndrome Decoding Problem

In this subsection, we arise the concept of unbalanced-quasi-cyclic syndrome decoding problem
(UQCSD) and reduce it to the traditional quasi-cyclic syndrome decoding (QCSD) problem. For
the sake of simplicity, we denote this problem in solving version while the decision version is easy
to adapt.

Definition 9 (s-QCSD Problem). Given a matriz H € Fésn*n)xm and a vector s € F5" ™",
the goal is to find a vector e € F§™ satisfying He = s. Let e = (eq, - ,e5_1) where e; € Fy and
wg(e;) =w for all 0 <1i < s. We call this problem as s-QCSD(n,w) problem.

Definition 10 (UQCSD Problem). Given a matriz H € F2"**" and a vector s € F3", the goal
is to find a vector e € F3" satisfying He = s. Let e = (eq, e1,e2) where e, e1,es € FY x FY x F2,
we ask wi(ep) = wh(ez) = wy and wy(e1) = wy. We call this problem as UQCSD(n,wg, w:)
problem.

If wy = wy, it is obvious that the UQCSD problem is equivalent with 3-QCSD problem. Other-
wise, we make a reduction in Theorem 8.

Theorem 8. If an adversary is able to solve UQCSD(n,wq,w1) with advantage €, then we can
construct an adversary solving a 3-QCSD(n, (2wg + w1)/3) problem with advantage €', where e’ =
(2)'(2,)

U e,

(2w§+w1)

Proof. Let A be the adversary for UQCSD(n, wp, w1 ), we then construct A’ for a 3-QCSD problem.
We denote w = (2w + wy)/3 and assume w is an integer without loss of generality. Given an
instance (H,s) of a 3-QCSD(n, w) problem, we then generate a random permutation matrix P €
F5"*3" The adversary A’ call the oracle of A to solve the UQCSD(n,wq,w) with the input of
(HP,s). Let e be the answer of the 3-QCSD problem and (e, €}, e5) < Pe. Let B be the event
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of wy(ey) = wr(eh) = wo and wy(e]) = wi. When B occurs, the instance (HP,s) is a standard
UQCSD problem thus A could solve it with advantage ¢.
Now we only need to calculate the probability of event B. Since P is a random permutation
n\2( n n\2( n
matrix, we have Pr(B) = w As a result, the advantage of A" is ¢’ = Wa
(2wo+w1) 2w +wq

O

7.2 Security Assumption

The security of our scheme relies on the 2-DQCSD-P problem and 3-DUQCSD-PT problem. These
problems are variants of QCSD and UQCSD problems, while the introduced conditions of parity
and truncation aim at avoiding trivial distinguishers.
Let F3, = {h € F3|wg(h) = b1 mod 2}, i.e., all binary vectors with length n and parity b;.
Let
F552" = {H = (I,,rot(h)) € F3**"|h € Fy, },and

I, 0 rot(hy)
2nX3n __ _ n 1 2nX3n
B2 lbnbs = {H - <0 I, rot(h2)> €I

Definition 11 (2-QCSD-P Distribution). Let n,w, by be positive integers and let by = w+by x
w mod 2. The 2-Quasi-Cyclic Syndrome Decoding with Parity Distribution 2-QCSD-P(n, w, b1, ba)

samples H € Fg?f” and e = (e1,e3) & F2" such that wi(e1) = wg(ez) = w, computess' = He'

and outputs (H,s) € ngfn xFg,,-

Definition 12 (2-DQCSD-P Problem). Let n,w, by be positive integers and let by = w + by X
wmod 2. Given (H,s) € ]Fgéf" x Fy,,, the Decisional 2-Quasi-Cyclic Syndrome Decoding with
Parity Problem 2-DQCSD-P(n,w, b1,bs) asks to decide with non-negligible advantage whether the

pair (H,s) came from the 2-QCSD-P(n,w, by, b2) distribution or uniform distribution over Fg?f” X

hl S FS,b]’ h2 S }F’;’b2} .

Fy,, -
Definition 13 (3-UQCSD-PT Distribution). Let n, wg, w1, b1, b, be positive integers and let
bs = wo+by Xwy mod 2. Specifically, we define that 3- Unbalanced- Quasi- Cyclic Syndrome Decoding

with Parity and Truncation Distribution 3-UQCSD-PT (n, wo, w1, by, ba, b, 1) samples H & F%’ZT%’;

and e = (eg,e1,e3) & F3X™X™ such that wy(eg) = wr(ez) = wy and wy(ey) = wy, computes
sT = He® where s = (sg,s1) and outputs (H, (sg, Truncate(sy,1))) € Fg%f‘iz x (F5 4, % FL).

Definition 14 (3-DUQCSD-PT Problem). Let n,wq, w1, b1, ba,l be positive integers and let
bs = wo + by X wg mod 2. Given (H, (sg,81)) € ]F;’Zf?;z x (F3 4, % F), the Decisional 3-Unbalanced-
Quasi-Cyclic Syndrome Decoding with Parity and Truncation Problem 3-DUQCSD-PT (n, wo, w1, b1,
ba, b3, 1) asks to decide with non-negligible advantage whether (H, (so,s1)) comes from 3-UQCSD-PT

(n, wo, w1, b1, b, b3, 1) distribution or the uniform distribution over Fg’}j‘;f; X (IFSJ)3 x TFL)

7.3 Security Proof

7.3.1 IND-CPA Security

In this section, we prove the IND-CPA security of the HARE-PKE scheme relying the security
assumptions in Section 7.2. Let b1 = h(1) mod 2, by = w+by xw mod 2 and b3 = w,+b; X w, mod 2.
Let ll =n1 X Ng.

Theorem 9. For any IND-CPA adversary A against the HARE-PKE scheme, there exist adver-
saries By and By such that:

Adviake ke (A) < Advapacsp-p(Br) + Advs.pugcsp-pt(Bz). (5)

Proof. We divide our proof in 4 stages.

(1) Remove the compression technique. Let HARE-PKE( be our PKE scheme without the
code compression, i.e., keeping v instead of m, vy as the ciphertext. Let Gamey be the IND-CPA
game for HARE-PKE; and Game; be the IND-CPA game for HARE-PKE. For any adversary A;
against HARE-PKE, we construct Aj to break the IND-CPA of HARE-PKEg. The procedures are as
follows.
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Ajg receives the encryption key ek from HARE-PKE( and sends it to A;.
Ap gets (mg, my) < Ay cHoose(ek) and sends it to the challenger of HARE-PKE,.

The challenger selects b & {0,1},6 & BIol and generates ¢ + HARE-PKE,.Encrypt(ek, my, 6).
Let (u,v) < ¢, Ap calculates vi = v[0,l2 — 1], vo = v[l3,11], and m = Cy.Decode(vy). Then
Ap sends the challenge ciphertext (u,m, va) to A;.

5. Ap outputs the guess bit b’ received by Aj;.

L

The transformation from (u,v) to (u, m, vs) is a publicly computable mapping requiring no secret
information. Since Ag applies the exact compression defined in HARE-PKE, the challenge ciphertext
provided to A; is identically distributed to a real ciphertext in HARE-PKE. Thus, A; has a perfectly
identical view in the reduction as in the real IND-CPA game, which directly implies:

Adviare pke (A1) = AdV:-'I\IADFEI(E:-PIfKEo (Ao). (6)

(2) Replace the encryption key. We first define the game against HARE-PKEy. For the sake
of simplicity, we use the vector h as part of the encryption key instead of the seed to generate it.

Game; ())

seedpke ﬁ Blseedexe|

(ekaE, dkaE) — HARE—PKEO.Keygen(seedeE)
(mg, my) < Acnoose(ekpkE)

b {0,110 & Bl

cpke < HARE-PKEOQ.Encrypt(ekpke, my, 0)

b < Acuess(ekpke, CpkE)
return (b =1V')

N ote W

Then we forget the decryption key dkpkg, replace s of the encryption key with a random vector
with parity bo, and construct Games with other steps unchanged.

Games()\)

1. seedpke ﬁ Blseedexel

2. (ekpke, dkpke) ¢ HARE-PKEy.Keygen(seedpke)
3. s & Fp,

4. (ekpke, dkpke) < ((seedpkE ek, s), 0)

5. (mg, my) < AcHoose (ekpke)

6. b< {0,1},0 & Bl

7. Cpkg < HARE—PKEO.Encrypt(ekaE, my, 9)

8
9

. b < Acuess(ekpke, CPKE)
. return (b=1V)

Suppose there exists an adversary B; which is able to distinguish Game; and Games with
advantage € under security parameter A. Then we construct an adversary to solve the 2-DQCSD-P
problem with the same advantage.

Adversary against 2-DQCSD-P(H,s)

Compute h from H = (I, rot(h))

Set ekpkg (h, S)

Get mg, m; < Bi cHoose(ekpkEe)

Sample b & {0,1} and 6 & plol

Compute cpkg + HARE-PKE.Encrypt(ekpke, mp, 6)

Get b’ < Bi,cuess(ekpke, Cpke)

If ¥ = Gamey, output 2-QCSD-P(n, w, by, by) distribution
If ' = Games, output U (F3 3" x Fy, ) distribution

O NSO W
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The only difference between Game; and Games is the distribution of (h, s). Thus, the advantage
¢ of distinguishing Game; and Game; is precisely the advantage Adva pqcsp-p of distinguishing the
distribution of (h,s) from the random distribution.

(3) Replace the ciphertext. Then we construct Games by replacing the ciphertext. Instead of
sampling ry, ro, e with correct weight, we picks random vectors with expected parity.

Games()\)
1. seedeE ﬁ B‘SEEdPKEl
2. (ekpke, dkpke) ¢ HARE-PKEy.Keygen(seedpke)
3. s & Fp,
4. (ekpke, dkpke) « ((seedpkE ek, s), 0)
5. (mg, m1) < Acnoose (ekpke)
6. b {0,1)
7. e &£ Fp, (r1,r2) & Fp,, xFy,
8. u<ry+ hry
9. v < myGy + Truncate(srs + e,l;)

10. cpke + (U.,V)
11. " < Aguess(ekpke, CPkE)
12. return (b =1¥")

Suppose there exists an adversary By which is able to distinguish Gamey, and Gamegz with ad-
vantage € under security parameter A. Then we construct an adversary to solve the 3-DUQCSD-PT
problem with the same advantage.

Adversary against 3-DUQCSD-PT(H, (u,v))

—_

. Compute h and s from H = (I" 0 IOt(h)>

0 I, rot(s)

Compute ekpkg < (h,s)

Get (mg, m;) < Bz cHoosk (ekpkE)

Sample b & {0,1}

Compute cpke  (u,mGy + v)

Get 0" < Ba cuess(ekpke, CpkE)

If ¥’ = Gamey, output 3-UQCSD-PT (n, wq, w1, by, ba, bs, 1) distribution
If ' = Games, output U(Fg’;??f; x (Fy 4, % F7~%)) distribution

© N oA W

With
(u,v —mpG1)" = ((I, 0 rot(h)) - (r; ery) ', Truncate((0 I, rot(s)) - (r; e ra) ", ¢)),
the only difference between Gamey and Games lies in the pair
I, 0 rot(h)
((0 I, rot(s)) (u,v— mbGl))

follows the 3-DUQCSD-PT (n, wq, w1, b1, ba, b3, 1) distribution or a uniform distribution with parity
over anbf%’; x (F3 ,, x F}). As a result, the advantage of solving 3-DUQCSD-PT is the same as the
advantage of Bs.

(4) Conclusion. In Gameg, since u is computed independently of the challenge bit b and v is
masked by a random vector e, the advantage on Gameg is 0.
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With the previous proof chain, we have
IND-CPA IND-CPA,Game
Adviagre-pke(A) = Adviagre pre,  (A)
< Adva.pqcsp-p(B1) + Ade'.“AD.;EFﬁk(éim” (A)
IND-CPA,Games
< Adva pqesp-p(B1) + Advspuqesp-pT(B2) + AdVYARE PKE, (A)
= Adva.pqcsp-p(B1) + Advz puqcsp-pT(B2)-

which completes the proof.

7.3.2 IND-CCAZ2 Security
By constructing HARE-KEM with the salted Fujisaki-Okamoto transform [12,13,15], we prove the
IND-CCA2 security of HARE-KEM.

Considering the DFR of schemes, we give the following definitions which guarantee §-correct.

Definition 15 (é-correct PKE [13]). A PKE is §-correct if:
E <maj\>ft Pr [PKE.Decrypt(dkpke, cpke) # m | cpke  PKE.Encrypt(ekpke, m)]) <é (9
me

where the expectation is taken over (ekpke,dkpke) + PKE.Keygen().
Definition 16 (d-correct KEM [13]). A KEM is d-correct if:

(ekKEM, dkKEM) «— KEM.Keygen();

Pr
(K, CKEM) — KEM.Encaps(ekKEM)

KEM.DeCEBpS(CleEM7 CKEM) 75 K < 0. (7)

In HARE-PKE and HARE-KEM, the ¢ is upper bounded by the analysis of DFR in Section 5.
Thus, we can upper bound the advantage of HARE-KEM in Theorem 10 by combining the Theorem
13 from [15] and the result in Theorem 9.

Theorem 10. If HARE-PKE is §-correct, for any IND-CCA2 adversary A against the HARE-KEM
scheme issuing at most qro queries to G and qp queries to the HARE-KEM.Decaps oracle, there
exists adversaries By and By such that:

R 1 3
Adviiare kem (A) < + ;ﬁ? + (gro +qp) - ¢

—9lK]| . 9[salt|
+ 2 - (Adva_pqcsp-p(B1) + Advs.puqcsp-pT(B2)) -

(13)

7.3.3 Known Attacks

We categorize the potential attacks into two main categories. First, structural attacks exploit
the cyclic properties of quasi-cyclic codes when X™ — 1 possesses low-degree factors[16,17]. To
mitigate these threats, we select n as a primitive prime, ensuring that the polynomial X™ — 1 has
only two irreducible factors. Consequently, such structural attacks cannot be efficiently applied to
our scheme.

Second, we consider attacks targeting the 2-DQCSD-P and 3-DUQCSD-PT problems. The most
efficient methods for solving the Syndrome Decoding (SD) problem are Information Set Decoding
(ISD) algorithms, such as those presented in [18,19,20,21]. These algorithms remain applicable to
2-DQCSD-P and 3-DUQCSD-PT. In the quasi-cyclic setting, a speed-up via the Decoding One Out
of Many (DOOM) technique [22] should be accounted for, where the complexity gain is O(y/n) for
both 2-DQCSD-P and 3-DUQCSD-PT. We use the open-source estimator from [23] to evaluate the
concrete bit security of these problems, with the results shown in Table 4. The values reported in
the table correspond to classical complexity, while the quantum complexity is obtained by halving
the security level.
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Instance| Problem |Prange [18]|Stern [19]|BJMM [21]|Target Security

HARE-1 3-DUQCSD-PT 154 137 134 128
2-DQCSD-P 164 145 143

HARE.2 3-DUQCSD-PT 183 164 161 198
2-DQCSD-P 191 171 169

HARE-3 3-DUQCSD-PT 223 204 201 192
2-DQCSD-P 235 213 211

HARE-S 3-DUQCSD-PT 287 266 263 956
2-DQCSD-P 299 275 273

HARE-7 3-DUQCSD-PT 414 391 387 384
2-DQCSD-P 425 400 397

HARE.9 3-DUQCSD-PT 545 520 516 519
2-DQCSD-P 559 532 529

Table 4: The ISD bit-security of HARE parameter sets.

Instance‘ KeyGen‘ Encaps ‘ Decaps
HARE-2| 8258.9 | 17908.5 | 26841.0
HARE-5| 35579.4 | 74753.8 |114053.8
HARE-7|106450.7|220198.8|330734.3
HARE-9|226932.0|464810.5|702153.9

Table 5: Performances (in kiloCycles) of the reference implementation of HARE.

8 Performance Analysis

8.1 Experimental Setup

Our benchmarks were conducted on a CentOS-based x86_64 system running CentOS Linux 8.2.2004
with kernel version 4.18.0-193.28.1.el8_2.x86_64. The platform was equipped with an Intel Xeon
Platinum 8269CY CPU @ 2.50GHz, featuring 2 sockets, 80 logical CPUs (2 threads per core),
and operating at an observed frequency of approximately 3500.652 MHz (with a maximum of 3800
MHz). The system provided 187 GiB of memory and supported instruction set extensions including
AVX2, PCLMULQDQ, and AVX512. The software toolchain consisted of GCC/G++ version 8.3.1,
with the build process managed using CMake version 3.11.4 and the Unix Makefiles generator. The
detailed description of the test environment is provided in the attached files.

8.2 Reference Implementation

Tt should be noted that HARE-2/5/7/9 correspond to the call of Institute of Commercial Cryp-
tography Standards, while HARE-1/3/5 are used for a fair comparison with the original HQC.
Therefore, we only implement HARE-2/5/7/9. The performances of our reference implementation
on the aforementioned benchmark platform are given in Table 5. The implementation is written in
C and compiled with flags ~std=c99 -Wpedantic -Wall -Wextra -02.

8.3 Optimized Implementation

The performances of our optimized implementation on the aforementioned benchmark platform are
given in Table 6. Our optimized version leverages x86 instructions and is compiled with flags -03
-march=x86-64 -mavx2 -mpclmul -fomit-frame-pointer -std=c99 -Wpedantic -Wall -Wextra.
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Instance ‘KeyGen‘ Encaps ‘ Decaps
HARE-2| 230.7 | 937.6 |1506.9
HARE-5| 748.7 |2702.0 | 4729.3
HARE-7| 1979.5 | 6468.5 [10576.7
HARE-9| 4616.2 [13074.0(21472.9

Table 6: Performances (in kiloCycles) of the optimized implementation of HARE.
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